28 May 1998

DEFENSE | NFORVATI ON SYSTEMsS AGENCY
STATEMENT OF WORK
ADM NI STRATI VE AND SECURI TY SERVI CES

BACKGROUND

a. The Defense Informati on Systens Agency's (DI SA) m ssion
is to plan, engineer, devel op, test, acquire, inplenent, operate,
and maintain information systens for C3l and m ssion support
under all conditions of peace and war.

b. The Agency organi zations that carry out security
managenent, access control, and other adm nistrative functions
are staffed at a lowlevel. 1In this regard, a broad range of
functions requiring automati on and other capabilities, including
day-t o-day supervision of these functions, nust be contracted.
Since all support activities nust remain constantly responsive,
contractor personnel nust be cross-trained and willing to work as
a teamto support Agency requirenents.

1. SCOPE

a. The Contractor shall provide resources, including
personnel and materials (unless otherw se specified herein), to
be responsible for all aspects of the operation and nai ntenance
of conputerized systens designed to control personnel access,
visitor control, and identification badge issue and
accountability. In addition, the contractor shall staff a
Central Monitoring Station, (Governnment Furnished Property (GFP))
that includes intrusion detection alarmnonitoring; fire alarm
nmoni tori ng; access control/al armsystens service coordi nati on and
closed circuit television (CCTV) nonitoring.

b. The contractor shall performsecurity service functions
at all locations listed in the SON to include reception,
enpl oyee and visitor processing, |ID Badge issue, intrusion alarm
nmoni toring and response. This requires continuing contact with
DI SA enpl oyees, visitors, other contractors, etc. These contacts
present the first inpression of the Agency, and a professional,
busi ness-I|i ke atnosphere shall be maintained at all tines.

c. The contractor shall performother security related
functions to include Entry/Exit Inspections, interior patrol of
facilities, enmergency security operations to include eVAcuation
and security of an incident scene as directed in witten
operations pl ans.
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d. The contractor shall conduct requirenent anal yses as
requi red. Analyses may include proposed systens design and
associ ated changes, transitional phases, workload projections,
size, cost benefits, alternatives, and so forth, as specified by
the Contracting Oficer's Representative (COR). Analysis nust
i ncl ude recommendati ons to support design, configuration or
reconfiguration software capabilities, and staffing requirenents.
The Contractor shall conpile full and conplete information to
insure the systemis functional or determine if it requires
nodi fi cati on.

I11. PROIECT MANAGEMENT

a. The Contractor shall provide one (1) Project Manager to
the DI SA Contract. Ofice space shall be provided to the Project
Manager at the Headquarters location. This individual shall act
as the Liaison between DI SA Managenent and the contractor, and
shal | have independent decision making authority, subject to
requi renents of the SOW

b. The Contractor shall provide one (1) individual to serve
as Deputy Project Manager for Systens Adm nistration and
Adm ni strative support for the project.

c. The Project Manager shall be responsible for subm ssion
of nonthly productivity reports to the COR of all transactions,
on a per-site basis.

d. The Project Manager shall ensure that required positions
are staffed as required in the task identification data |isted
bel ow.

e. Site Supervisors shall be identified to represent the
Project Manager at all sites. The Governnment shall provide space
at all sites, which is adequate to support the site requirenents
(i.e., badge making, processing enployees, visitors, etc.).



28 May 1998/ Statenment of Work, Security/ Adm nistrative Services

| V. LOCATI ON OF OPERATI ONS

The locations |isted below are not all inclusive of D SA
facilities in the Washington netropolitan area. The Governnent
reserves the right to add or delete sites as required to neet the
m ssion of DI SA as stated in Section VIII bel ow

a. LOCATION 1: DI SA Headquarters Conmpound, to provide
access control of DI SA HQ Building 12, 24-hours per day/7 days
per week (including holidays) unless otherw se stated herein.
Access control points may be established in other buildings on
the conmpound as required to control access to those buil dings.

b. LOCTION 2: 5600 Col unbia Pike, Falls Church, VA to
provi de access control of the facility, 24-hours per day/7 days
per week (including holidays) unless otherw se stated herein.

c. LOCATION 3: 11440 |saac Newton Square, Reston, VA, to
provi de access control of the facility 24-hours per day/7 days
per week (including holidays) unless otherw se stated herein.

d. LOCATION 4: 3701 North Fairfax Drive, Arlington, VA
to provide access control of the facility 24-hours per day/7 days
per week (including holidays) unless otherw se stated herein.

d. LOCATION 5: 5113 Leesburg Pike, Suite 400, Falls
Church, VA, to provide access control of the facility 24-hours
per day/7 days per week (including holidays) unless otherw se
stated herein. (*See VI.b. bel ow).

f. LOCATION 6: 45335 Vintage Park Plaza, Sterling VA to
provi de access control of the facility 24-hours per day/7 days
per week (including holidays) unless otherw se stated herein.

g. LOCATION 7: 7676 A d Springhouse Road, MLean, VA to
provi de access control of the facility 24-hours per day/7 days
per week (including holidays) unless otherw se stated herein.

h. LOCATION 8: The Pentagon, Washington D.C., to provide
access control of the facility 24-hours per day/7 days per week
(i ncludi ng holidays) unless otherw se stated herein.
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j. LOCATION 9: Park Rdge Ill, Reston, VA to provide
access control of the facility 24-hours per day/7 days per week
(i ncluding Holidays) unless otherw se stated herein.

28 May 1998/ Statenment of Work, Security/ Adm nistrative Services

V. SECURI TY REQUI REMENTS:

a. Wthin 10 days after contract award, the Contractor
shall provide the CORwWth a copy of their Facility Security
Cl earance (Top Secret), and verification of personal security
cl earances (Secret m ninun) of personnel assigned to the project.

b. ADP levels | and Il are applicable.

c. DD Form 254, Contract Security C assification
Specification is provided.

VI.  OIHER REQUI REMENTS

a. Uniforns: Al Contractor personnel shall, while on duty
be in the proper, conplete uniformas stated below. Uniforns
shall be the responsibility of the Contractor.

(1) Navy blue, uniformstyle blazer with Gov=t
furnished identification badge and fob (mal e/fenal e)

(2) Light gray, uniformstyle slacks (nale/fenale)

(3) Solid white uniformstyle shirt/Dbl ouse
(mal e/ femal e)

(4) Navy blue or black necktie (male/fenuale)

(5 Female enployees may opt for a light gray uniform
style skirt in lieu of slacks.

(6) Appropriate footwear (no athletic shoes), brown or
bl ack in color (male/fenale)

(7) Personal Appearance: All Contractor personnel
shall maintain a business-like appearance while on duty.



be licensed in accordance with
Crimnal Justice and

b. The contractor shal
Virginia Admnistrative Code Title 6.
Corrections.

c. The CGovernnent
contractor to renove their

(1)

reserves the right to direct the
personnel fromthe DI SA project if:

Witten notice of bonafide conplaint on a
Contractor enployee is received by the COR  The
conplaint shall be provided to the Project Mnager
by the COR for action.
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(2) A report of action taken shal
COR by the Project Manager.

be provided to the

VIl. Level of Effort.

reserves the right to increase or decrease |eve
When

The Gover nnent
of effort at any location to neet the needs of the Agency.
possi bl e, the Contractor shall be given a m ninum of 30 days
notice prior to activation/deactivation of a site.

a. \Wen possible, 24 hour notice will be given to the
Proj ect Manager by the COR for tenporary increase in the
| evel of effort.

b. In energency situations, the Contractor shal
assist the Security Division to inplenment Energency
Security Operations (ESO as stated in the ESO Pl an

c. Assistance will consist of securing perineters,

assi stance in eVAcuation, and ot her non-technical
operations. This assistance could require that additional
staffing occur on a short notice basis.

The following table illustrates mnimum staffing requirenents for
each site. These staffing levels are subject to change in
accordance with Section VIII above.
LoC 1 LCoC 2 LCC 3 LCC 4 L[CC 5 LCC 6 LoC 7 LCC 8 LoC 9

Noni t or 48/ 17520 | 48/ 17520 | 48/ 17520 | 48/ 17520 | 48/ 17520 | 48/ 17520 | 48/ 17520 | 48/ 17520 | 48/ 17520
Recepti on 12/ 3000*
O her 9/ 4440* 16/ 4000* 12/ 3000* 12/ 3000*

(Staff Hours Per Day/ Total Staff hours per year)

(* Monday through Friday,

Less Hol i days)




VIIl. Task Descriptions.

TASK 1
SECURI TY SERVI CES PROCESSI NG CENTER ( SSPC)

The operational functions of the SSPC shall include but not be
limted to the followng: (Routine enployee processing shall be
acconpl i shed between 0700 and 1600 hours, Monday through Friday
(excl udi ng hol i days)

1.1 1In/out processing of DI SA Enpl oyees, detail ees,
contractors, or other authorized individuals, and provide photo
| D Badges. Electronic access keys for special areas shall be
provi ded when required.
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1.2 Record and issue DOD Vehicle Registration Decals to DI SA
enpl oyees, contractors, or other authorized personnel requiring
DOD Vehi cl e Regi stration.

1.3 Receive and process incomng Visit Authorization Requests
(VAR) fromother Gov't Agencies, Contractors, Consultants, etc.,
t hrough use of conputer system Verifies sponsor data, and if
necessary, forwards to sponsor for VAlidation.

1.4 Record and issue to enpl oyees, detail ees, contractors,
or other authorized personnel, replacenent badges in the event of
| oss, nanme change, upgrade, etc.

1.5 Answers inquiries which are routine in nature, and/or
refers inquiry to appropriate security office staff nenber
resol ves nost problens independently.

1.6 Maintains automated, daily listing of schedul ed
visitors, conpiled fromrequests received fromthe Protoco
O ficer, neeting sponsors, or other DI SA enpl oyees. Also
coordi nates visitor parking as requested and provides schedule to
the main gate on a daily basis (Site 1 only).

1.7 Perforns data entry, updates existing records, makes
reports of enployees and visitor badge hol ders. Maintains
i nventories of badge blanks, film and associ ated supplies, and
notifies the COR when repl acenents are needed.

1.8 Processes requests for a VAriety of identification
badges, cards, and/or clearance verification. Authenticates
required information, obtains authorized signature, and returns
or issues the docunents to the requester.



1.9 Oher tasks as specified in witten instructions and
site specific Standard Operating Procedures.

1.10 Receive and submt tel ephonic notifications of visits
to other Governnent Agencies for DI SA enpl oyees, and detail ees.

1.11 Maintain inventory of vehicle registration decals,
keys, etc.
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TASK 2
RECEPTI ON DESK/ ACCESS CONTROL PO NT

2.1 Reception desk operations are as follows:
2.1.a. Headquarters (Location 1)

(1) Lobby, Bldg 12: 0600- 1800/ Mon- Fri/Wekends &
Hol i days excl uded) unl ess otherw se stated in the
witten instructions and Standard Operating Procedures.
(1 individual)

(2) Oher locations on the HE Conpound shall be
staffed 0730-1600/ Mon- Fri/Wekends & Hol i days excl uded)
as required. (1 individual per post)

2.1.b. At all other locations the reception desk is also the
primary guard station. This post shall be staffed 24-hours/
7 days per week or as otherwise stated in the witten
instructions and Standard Operating Procedures. (2 individuals)

2.2 Reception Procedures:

2.2.a. Provide informati on and assistance to visitors and/or
nmeeting attendees as requested, to include phone nunbers, calling
for escorts, etc. Sone data entry nay be required.

2.2.b. Account for visitor badges at each shift change and
take steps to recover unaccounted for badges.



2.2.c. Oher tasks as specified in witten instructions and
site specific Standard Operating Procedures.

TASK 3
Security Systens Monitor

3.1 The contractor shall operate a Central Monitoring
Station (CVM5), at all locations. The post shall be staffed
24-hours/ 7 days per week.

3.2 Mnitor alarm access control, closed circuit
tel evision (CCTV) systens.

3.3 Record all openings/ closing of alarned facilities under
surveillance by al arm systens.

28 May 1998/ Statenment of Work, Security/ Adm nistrative Services

3.4 Mintain strict accountability of any keys assigned and
record issue and receipt of all keys assigned. Inventory of al
keys shall be conducted at each shift change, and the inventory
shal | be reconcil ed.

3.5 Make notifications of incidents per witten instructions
(i.e., reports of fire, thefts, VAndalism etc.).

3.6 Mintain an automated, daily log of activities. The |og
shal | be chronological listing of activities and incidents
occurring during a 24-hour period. The |og shall be opened at
0001 hours, and closed at 2400 hours daily. The | og shal
cont ai n unannounced acti VAtions, mal functions, access control
system mal functions, or other incidents related to the security
of the facility.

3.7 Oher tasks as specified in witten instructions and
site specific Standard Operating Procedures.

TASK 4
ADM NI STRATI ON

4.1 (Location 1 only) Receive trouble calls fromfield
| ocations, and nmeke repair notifications as stated in the post
i nstructions.
4.2 Conduct buil ding safety/security checks during non-duty
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hours, and report violations as required.

4.3 I nsure strict accountability is maintained of al
Gover nment equi pnent and supplies assigned to the contractor's
control

4.4 Provi de system adm ni stration support for access
control and other security systens as required.

4.6 O her tasks as specified in witten instructions and
site specific Standard Operating Procedures.



